


    Building Security Rating System   

ffirs01.indd   iffirs01.indd   i 11/24/2014   5:11:23 PM11/24/2014   5:11:23 PM



    ASCE Manuals and Reports on Engineering Practice No. 128  

  Building Security 
Rating System 

  Checklists to Assess Risks, 
Consequences, and Security 

Countermeasures  
 Prepared by the 

 Building Rating Security Committee (BRSC) of the 
 Architectural Engineering Institute (AEI) of the 

 American Society of Civil Engineers (ASCE) 

 Edited by 
   Mohammed M.   Ettouney ,  Ph.D., P.E.   

            

ffirs02.indd   iiiffirs02.indd   iii 11/24/2014   5:11:24 PM11/24/2014   5:11:24 PM



  Library of Congress Cataloging-in-Publication Data 

 Building security rating system : checklists to assess risks, consequences, and security countermeasures / prepared by the Building Rating Security Committee 
(BRSC) of the Architectural Engineering Institute (AEI) of the American Society of Civil Engineers (ASCE) ; edited by Mohammed M. Ettouney, Ph.D., 
P.E., MBA, F.AEI, Dist.M.ASCE. 
          pages cm.—(ASCE manuals and reports on engineering practice ; no. 128) 
    Includes bibliographical references and index. 
    ISBN 978-0-7844-1334-0 (print)—ISBN 978-0-7844-7838-7 (pdf) 
 1. Buildings–Security measures–Evaluation.   2. Security systems–Evaluation.   I. Ettouney, Mohammed.   II. Architectural Engineering Institute. Building 
Rating Security Committee.  
    TH9705.B8465 2014 
    621.389 ′ 28–dc23 
      2014010558 

 Published by American Society of Civil Engineers 
 1801 Alexander Bell Drive 
 Reston, Virginia, 20191-4382 
  www.asce.org/bookstore  |  ascelibrary.org  

 Any statements expressed in these materials are those of the individual authors and do not necessarily represent the views of ASCE, which takes no respon-
sibility for any statement made herein. No reference made in this publication to any specifi c method, product, process, or service constitutes or implies an 
endorsement, recommendation, or warranty thereof by ASCE. The materials are for general information only and do not represent a standard of ASCE, nor 
are they intended as a reference in purchase specifi cations, contracts, regulations, statutes, or any other legal document. ASCE makes no representation or 
warranty of any kind, whether express or implied, concerning the accuracy, completeness, suitability, or utility of any information, apparatus, product, or 
process discussed in this publication, and assumes no liability therefor. The information contained in these materials should not be used without fi rst securing 
competent advice with respect to its suitability for any general or specifi c application. Anyone utilizing such information assumes all liability arising from 
such use, including but not limited to infringement of any patent or patents. 

 ASCE and American Society of Civil Engineers—Registered in U.S. Patent and Trademark Offi ce. 

  Photocopies and permissions.  Permission to photocopy or reproduce material from ASCE publications can be requested by sending an e-mail to  permissions@
asce.org  or by locating a title in ASCE ’ s Civil Engineering Database ( http://cedb.asce.org ) or ASCE Library ( http://ascelibrary.org ) and using the “Permis-
sions” link. 

  Errata:  Errata, if any, can be found at  http://dx.doi.org/10.1061/9780784413340  

 Copyright © 2015 by the American Society of Civil Engineers. 
 All Rights Reserved. 
 ISBN 978-0-7844-1334-0 (paper) 
 ISBN 978-0-7844-7838-7 (PDF) 
 Manufactured in the United States of America. 

 22   21   20   19   18   17   16   15         1   2   3   4   5 

  Cover photo credit: Mr. Martin Denholm of the Smith Group, Washington, DC.    

ffirs03.indd   ivffirs03.indd   iv 11/24/2014   5:11:26 PM11/24/2014   5:11:26 PM

http://www.asce.org/bookstore
http://cedb.asce.org
http://ascelibrary.org
http://dx.doi.org/10.1061/9780784413340


  MANUALS AND REPORTS ON ENGINEERING PRACTICE 

    (As developed by the ASCE Technical Procedures Committee, July 1930, 
and revised March 1935, February 1962, and April 1982) 

 A manual or report in this series consists of an orderly presentation of facts on a particular subject, 
supplemented by an analysis of limitations and applications of these facts. It contains information 
useful to the average engineer in his or her everyday work, rather than fi ndings that may be useful 
only occasionally or rarely. It is not in any sense a “standard,” however; nor is it so elementary or so 
conclusive as to provide a “rule of thumb” for nonengineers.  

 Furthermore, material in this series, in distinction from a paper (which expresses only one person ’ s 
observations or opinions), is the work of a committee or group selected to assemble and express 
information on a specifi c topic. As often as practicable the committee is under the direction of one or 
more of the Technical Divisions and Councils, and the product evolved has been subjected to review 
by the Executive Committee of the Division or Council. As a step in the process of this review, pro-
posed manuscripts are often brought before the members of the Technical Divisions and Councils for 
comment, which may serve as the basis for improvement. When published, each work shows the names 
of the committees by which it was compiled and indicates clearly the several processes through which 
it has passed in review, so that its merit may be defi nitely understood.  

 In February 1962 (and revised in April 1982), the Board of Direction voted to establish a series 
titled “Manuals and Reports on Engineering Practice,” to include the Manuals published and autho-
rized to date, future Manuals of Professional Practice, and Reports on Engineering Practice. All such 
Manual or Report material of the Society would have been refereed in a manner approved by the 
Board Committee on Publications and would be bound, with applicable discussion, in books similar 
to past Manuals. Numbering would be consecutive and would be a continuation of present Manual 
numbers. In some cases of joint committee reports, bypassing of Journal publications may be 
authorized. 

  A list of available Manuals of Practice can be found at   http://www.asce.org/bookstore .   

ffirs04.indd   vffirs04.indd   v 11/24/2014   5:11:28 PM11/24/2014   5:11:28 PM

http://www.asce.org/bookstore


   BUILDING RATING SECURITY COMMITTEE (BRSC) 

 Mohammed Ettouney, Ph.D., P.E., MBA, Dist.M.ASCE, F.AEI 
 Principal, Weidlinger Associates, New York, NY 
  Chairman  

 Sreenivas Alampalli, Ph.D., P.E., MBA, F.ASCE, F.ASNT 
 Director, Structures Evaluation Services Bureau, New York State Department of Transportation, 
Albany, NY 

 Scott Campbell, Ph.D., P.E. 
 President, Structural Analysis Consulting Group, Milwaukee, WI 

 Amar Chaker, Ph.D., F.AEI, F.EMI, F.ASCE 
 Director, Engineering Mechanics Institute, American Society of Civil Engineers, Reston, VA 

 Martin Denholm, F.AIA, LEED AP, BSCP 
 Vice President, Smith Group 

 Mark Hankewycz, CPP, M.AEI 
 President, Security Consulting and Design Services, M2H Protection, Middletown, MD 

 Milagros Kennett, M.AEI  
 Director, U.S. Department of Homeland Security, Washington, DC 

 Rober J. Lomb, Jr., CPP, RCDD, PSP, BSCP 
 Senior Security Engineer, Exp US Services Inc., Chicago, IL 

 Detective Arturo Mendez 
 NYPD/DHS Liaison, New York City Police Department , New York, NY 

 Paul Mlakar, Ph.D., P.E., Dist.M.ASCE 
 Senior Research Scientist, U.S. Army Research and Development Center, Vicksburg, MS 

 Hasan Aydin Pekoz, Ph.D., P.E., LEED AP 
 Senior Engineer, Weidlinger Associates, New York, NY 

 David C. Weggel, Ph.D., P.E., A.M.ASCE 
 Associate Professor of Civil Engineering, University of North Carolina at Charlotte  

  APPLIED RESEARCH ASSOCIATES 

 James Brokaw  
 Larry Bryant  
 Anthony DiGregorio  
 Douglas Fitzgerald  
 Douglas Hall  
 Joseph Smith  
 Joseph Stevens   

ffirs05.indd   viiffirs05.indd   vii 11/24/2014   5:11:30 PM11/24/2014   5:11:30 PM



  BLUE RIBBON REVIEW PANEL 

 Sharada Alampalli 
 President, Prospect Solutions, Loudonville, NY 

 Peter DiMaggio, P.E. 
 Principal, Weidlinger Associates, New York, NY 

 Adam Hapij, P.E. 
 Senior Associate, Weidlinger Associates, New York, NY 

 Ali Memari, Ph.D., P.E., F.ASCE 
 Professor, Pennsylvania State University, University Park, PA 

 James Ruggieri, P.E. 
 President, General Machine Corporation, Fairfax Station, VA  

  ASCE / AEI STAFF 

 Carol Kurlancheek, P.E., LEED AP, M.ASCE 
 Verna Jameson, Aff.M.ASCE   

ffirs05.indd   viiiffirs05.indd   viii 11/24/2014   5:11:30 PM11/24/2014   5:11:30 PM



ix

CONTENTS

Preface xi

1. Introduction 1
1.1 Purpose 1
1.2 Basis 1
1.3 This Document 2

2. Building Classifi cation 3
2.1 Overview 3
2.2 Methodology: General 3
2.3 General Classifi cation Approach 4
2.4 Primary Hazard Classifi cation Factors 5
2.5 Secondary Hazard Classifi cation Factors 5
2.6 Primary Impact/Consequence Classifi cation Factors 8
2.7 Secondary Impact/Consequence Classifi cation Factors 9
2.8 Mathematical Evaluation of Building Classifi cation 10

3. Countermeasure Evaluation 13
3.1 Overview 13
3.2 Countermeasure Levels 13
3.3 Layout of Levels 13
3.4 Required Countermeasures 18
3.5 Not Applicable Countermeasures 18
3.6 Interrelationships among Countermeasures 19

4. Building Security Rating 21
4.1 Overview 21
4.2 Description of Rating Categories 21
4.3 Rating System Philosophy 23
4.4 Process of Rating Building Security 23
4.5 Bonus Points 25

APPENDIX A Classifi cation and Impact Questions 27

APPENDIX B Rating Class and Countermeasure Requirements for Each 
Rating Level 33

APPENDIX C Innovations in Building Security 45

APPENDIX D Countermeasure Commentary for Level 1, Rated 47

APPENDIX E Countermeasure Commentary for Level 2, Bronze 57

APPENDIX F Countermeasure Commentary for Level 3, Silver 77

ftoc.indd   ixftoc.indd   ix 11/25/2014   1:46:03 PM11/25/2014   1:46:03 PM



x  contents

APPENDIX G Countermeasure Commentary for Level 4, Gold 103

APPENDIX H Countermeasure Commentary for Level 5, Platinum 139

 References 159

 Index 165

ftoc.indd   xftoc.indd   x 11/24/2014   5:11:34 PM11/24/2014   5:11:34 PM




