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PREFACE 

This Standard was prepared by the Australian members of the Joint Standards 

Australia/Standards New Zealand Committee IT-012, Information Systems, Security and 

Identification Technology.  

This Standard is identical with, and has been reproduced from ISO/IEC 11770-4:2006, 

Information technology—Security techniques—Key management, Part 4:  Mechanisms based on 

weak secrets. 

The objective of this Standard is to provide the information security management community 

with detailed guidance on the background, techniques and procedures of entity authentication. 

This Standard is Part 4 of AS 11770, Information technology—Security techniques—Key 

management, which is published in parts as follows: 

AS  

11770 Information technology—Security techniques—Key management 

11770.1 Part 1: Framework 

11770.2 Part 2: Mechanisms using symmetric techniques 

11770.3 Part 3: Mechanisms using asymmetric techniques 

11770.4 Part 4: Mechanisms based on weak secrets (this Standard) 

As this Standard is reproduced from an international standard, the following applies: 

(a) Its number appears on the cover and title page while the international standard number 

appears only on the cover. 

(b) In the source text ‘this part of ISO/IEC 11770’ should read ‘this Australian/New Zealand 

Standard’. 

(c) A full point substitutes for a comma when referring to a decimal marker. 

References to International Standards should be replaced by references to Australian or 

Australian/New Zealand Standards, as follows: 

Reference to International Standard  Australian/New Zealand Standard 

ISO/IEC   AS ISO/IEC 

10118 Information technology—Security 

techniques—Hash-functions 

 10118 Information technology—Security 

techniques—Hash-functions 

10118-3 Part 3: Dedicated hash-functions  10118.3 Part 3: Dedicated hash-functions 

   AS/NZS ISO/IEC 

11770 Information technology—Security 

techniques—Key management 

 11770 Information technology—Security 

techniques—Key management 

11770-1 Part 1: Framework  11770.1 Part 1: Framework  

The terms ‘normative’ and ‘informative’ are used to define the application of the annex to 

which they apply. A normative annex is an integral part of a standard, whereas an informative 

annex is only for information and guidance./ 
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Information technology — Security techniques — Key 
management — 

Part 4: 
Mechanisms based on weak secrets 

1 Scope 

This part of ISO/IEC 11770 defines key establishment mechanisms based on weak secrets, i.e., secrets that 
can be readily memorized by a human, and hence secrets that will be chosen from a relatively small set of 
possibilities. It specifies cryptographic techniques specifically designed to establish one or more secret keys 
based on a weak secret derived from a memorized password, while preventing off-line brute-force attacks 
associated with the weak secret. More specifically, these mechanisms are designed to achieve one of the 
following three goals. 

1) Balanced password-authenticated key agreement: Establish one or more shared secret keys 
between two entities that share a common weak secret. In a balanced password-authenticated key 
agreement mechanism, the shared secret keys are the result of a data exchange between the two 
entities, the shared secret keys are established if and only if the two entities have used the same 
weak secret, and neither of the two entities can predetermine the values of the shared secret keys. 

2) Augmented password-authenticated key agreement: Establish one or more shared secret keys 
between two entities A and B, where A has a weak secret and B has verification data derived from a 
one-way function of A’s weak secret. In an augmented password-authenticated key agreement 
mechanism, the shared secret keys are the result of a data exchange between the two entities, the 
shared secret keys are established if and only if the two entities have used the weak secret and the 
corresponding verification data, and neither of the two entities can predetermine the values of the 
shared secret keys.  

NOTE – This type of key agreement mechanism is unable to protect A’s weak secret being discovered by B, but 
only increases the cost for an adversary to get A's weak secret from B. Therefore it is normally used between a 
client (A) and a server (B). 

3) Password-authenticated key retrieval: Establish one or more secret keys for an entity, A, 
associated with another entity, B, where A has a weak secret and B has a strong secret associated 
with A's weak secret. In an authenticated key retrieval mechanism, the secret keys, retrievable by A 
(not necessarily derivable by B), are the result of a data exchange between the two entities, and the 
secret keys are established if and only if the two entities have used the weak secret and the 
associated strong secret. However, although B’s strong secret is associated with A's weak secret, the 
strong secret does not (in itself) contain sufficient information to permit either the weak secret or the 
secret keys established in the mechanism to be determined. 

NOTE – This type of key retrieval mechanism is used in those applications where A does not have secure 
storage for a strong secret, and requires B’s assistance to retrieve the strong secret for her. It is normally used 
between a client (A) and a server (B). 

This part of ISO/IEC 11770 does not cover aspects of key management such as 

⎯ lifecycle management of weak secrets, strong secrets and established secret keys; 

⎯ mechanisms to store, archive, delete, destroy, etc. weak secrets, strong secrets, and established secret 
keys. 
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