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PREFACE

This Standard was prepared by the Joint Standards Australia/Standards New Zealand Committee
IT-012, Information Systems, Security and Identification Technology.

The objective of this Standard is to provide the Australian information security programming
and development community with clear guidance to the selection and implementation of
appropriate encryption algorithms.

This Standard is identical with, and has been reproduced from ISO/IEC 18033-2:2006,
Information technology—Security techniques—Encryption algorithms—Part 2: Asymmetric
ciphers.

As this Standard is reproduced from an international standard, the following applies:

(a) Its number appears on the cover and title page while the international standard number
appears only on the cover.

(b) In the source text ‘this part of ISO/IEC 18033’ should read ‘this Australian/New Zealand
Standard’.

(c) A full point substitutes for a comma when referring to a decimal marker.

This Standard is Part 2 of AS/NZS 18033, Information technology—Security techniques—
Encryption algorithms, which, when complete, will consist of the following:

Part 1: General

Part 2: Asymmetric ciphers (this Standard)

Part 3: Block ciphers

Part 4: Stream ciphers

References to International Standards should be replaced by references to Australian or
Australian/New Zealand Standards, as follows:

Reference to International Standard Australian/New Zealand Standard

ISO/IEC AS ISO/IEC

10118 Information technology—Security 10118 Information technology—Security
techniques—Hash-functions techniques—Hash-functions

10118-2 Part 2: Hash-functions using an 10118.2 Part 2: Hash-functions using an n-bit
n-bit block cipher block cipher

10118-3 Part 3: Dedicated hash-functions 10118.3 Part 3: Dedicated hash-functions

AS/NZS ISO/IEC
18033 Information technology—Security 18033 Information technology—Security

techniques—Encryption techniques—Encryption algorithms
algorithms
18033-3 Part 3: Block ciphers 18033.3 Part 3: Block ciphers

Any international references not listed have not been adopted as Australian or Australian/New
Zealand Standards.

The terms ‘normative’ and ‘informative’ are used to define the application of the annex to
which they apply. A normative annex is an integral part of a standard, whereas an informative
annex is only for information and guidance.
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AUSTRALIAN/NEW ZEALAND STANDARD

Information technology — Security techniques — Encryption
algorithms —

Part 2:
Asymmetric ciphers

1 Scope

This part of ISO/IEC 18033 specifies several asymmetric ciphers. These specifications prescribe the
functional interfaces and correct methods of use of such ciphers in general, as well as the precise functionality
and cipher text format for several specific asymmetric ciphers (although conforming systems may choose to
use alternative formats for storing and transmitting cipher-texts).

A normative annex (Annex A) gives ASN.1 syntax for object identifiers, public keys, and parameter structures
to be associated with the algorithms specified in this part of ISO/IEC 18033.

However, these specifications do not prescribe protocols for reliably obtaining a public key, for proof of
possession of a private key, or for validation of either public or private keys; see ISO/IEC 11770-3 for
guidance on such key management issues.

The asymmetric ciphers that are specified in this part of ISO/IEC 18033 are indicated in Clause 7.6.

NOTE Briefly, the asymmetric ciphers are:

— ECIES-HC; PSEC-HC; ACE-HC: generic hybrid ciphers based on ElIGamal encryption;
— RSA-HC: a generic hybrid cipher based on the RSA transform;

— RSAES: the OAEP padding scheme applied to the RSA transform;

— HIME(R): a scheme based on the hardness of factoring.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced document
(including any amendments) applies.

ISO/IEC 9797-1:1999, Information technology — Security techniques — Message Authentication Codes
(MACs) — Part 1: Mechanisms using a block cipher

ISO/IEC 9797-2:2002, Information technology — Security techniques— Message Authentication Codes
(MACs) — Part 2: Mechanisms using a dedicated hash-function

ISO/IEC 10118-2:2000, Information technology — Security techniques — Hash-functions — Part 2: Hash-
functions using an n-bit block cipher

ISO/IEC 10118-3:2004, Information technology — Security techniques — Hash-functions — Part 3:
Dedicated hash-functions

ISO/IEC 18033-3:2005, Information technology — Security techniques — Encryption algorithms —
Part 3: Block ciphers
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