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PREFACE

This Standard was prepared by the Australian members of the Joint Standards
Australia/Standards New Zealand Committee IT-012, Information systems—Security and
identification technology. After consultation with stakeholders in both countries, Standards
Australia and Standards New Zealand decided to develop this Standard as an Australian, rather
than an Australian/New Zealand Standard.

This Standard is identical with, and has been reproduced from ISO/IEC 15945:2002,
Information technology—Security techniques—Specification of TTP services to support the
application of digital signatures.

The objective of this Standard is to define those TTP services needed to support the application
of digital signatures for the purpose of non-repudiation of creation of documents. It also defines
interfaces and protocols to enable interoperability between entities associated with these TTP
services.

As this Standard is reproduced from an international standard, the following applies:

e its number appears on the cover and title page while the international standard number
appears only on the cover

e In the source text ‘this International Standard’ should read ‘this Australian Standard’.
e A full point substitutes for a comma when referring to a decimal marker.

References to International Standards should be replaced by references to Australian or
Australian/New Zealand Standards, as follows:

Reference to International Standard Australian Standard

ISO/IEC AS

11770-1 Information technology—Security 11770.1 Information technology—Security
techniques—Key management— techniques—Key management, Part 1:

Part 1: Framework Framework



CONTENTS
Page
1 SCOPE ettt ettt ettt et ettt b e bt ettt e at s bt bbbt a e sa e e a b e bt bt e bt e et et eat e ebe bt e bt et e eane e 1
2 INOTMATIVE TEIETEIICES ...t eeutieeteeiie ittt ettt ettt ettt et e bt e bt et e meesaeesae e et enteeneeeseeebeeeseesseenseenseeneeeneene 1
2.1  Identical Recommendations | International Standards.............cccoceeririiiiiniinieieeeeee e 2
2.2 AddItIONA] TETEIEIICES. ... . etietietieie ettt ettt ettt et ea e et e e e te et sseesaeesteenteeneeeneeensesneesneenees 2
L3 1118 Lo} 4 PSSR 3
4 AADDIEVIALIONS. 1.ttt ettt ettt et ettt b e s bbbt eb e et e st et e et e bt ebeeb e eates s et e st e bt e bt es b et et e nbe et e e beebeeneene 4
Descriptive classifiCation OF SEIVICES........cuiivieriieriieiieieetieieeie et ereeae st e saeesseesaessaesseesseesseessenssesssesseesses 5
5.1 Certificate MANAZEMENE SEIVICES ...vvevierierrierieeteereetertesteesseessessesseesseesseesseessesssesseesseessesssesssesseesseesses 5
5.2 KeY MANAZEIMENLE SCIVICES ..evverurereierrierrieteeteestesseesseesseessesssesssesssesseesseessesssesseessesssesssesssesssesssessessseesses 8
T T 011 1 1<) <) 4 (o7 OSSR 9
6 Minimal certificate and CRL Profile...........cccooiiiiiiiiiiei et 10
6.1  Minimal CertifiCate Profile........coeiiiiiiiieiieie ettt 10
6.2 MiInimal CRL PrOfile......ooiiiiiiiiiiei ettt ettt et s e e eeis 11
7 Certificate MANAZEMENE INESSAZES ...veeuveeureeurertiarteateeteeteateesteeteeeeaeesaeesseesseaseenseeseeaseanseenseenseensesnsesseesneennes 11
7.1  Overview of certificate management services and MESSAZES .......eerveevrrurerierierieerieeeeeee e seeeneeeeeens 12
7.2 Assumptions and restrictions for SOMe Of the SEIVICES .......c.evvviiiiiierierieii e 15
8 Data structures for certificate management MESSAZES .......eeverrerrreerieriierierreerieeeeeeesseesseesessaesseesseesesssesseesses 19
8.1 OVETALL INESSAZE ...vvevieiieiiieiieeiiesitesteete e e stesetestee s st esseesseesseeseesseesseessesssasssesseesseenseassesssesssenseeseessennsens 19
8.2 Common Data SIUCLUIES ......cocueriiriirieiiiiiiie ettt ettt ettt ettt sbe et e ettt saeesbee et enneebeenneas 22
8.3  Data structures specific for Certificate Request Messages of type CertReq........ccvevevverieecienveneennen. 24
8.4  Data structures specific fOr Other MESSAZES .......ccuevieriieriieiieie ettt eeaesreesseenseas 29
8.5 TranSPOIt PrOtOCOLS. .. .ceeriiertietietieteeteette st e e et et e etesteestee st esbeesseesbeesaesseesseesseensesssesssesseesssenseensennsens 32
8.6  CompPlete ASN.T MOGUIC ......ocueiiieiieieeieete ettt ettt et e e etaeste e be e beesbeesaesseesseesseesseessenssesssenseensens 32
9 Online Certificate Status ProtOCOL ..........oouiiiiiiiiieieeee ettt s 40
0.1 PrOtOCO] OVEIVIBW ... .eiuiiiieiiieiteeitiett ettt ettt et ettt et e et e e et e s ae e s bt e et e et emeeeseeeaeaeseenteenseeneeeneesneesneennis 40
9.2 Functional REQUITEIMENES .....c..eeuieiiieiitieti ettt ettt ettt et e e s et e beenteemeesneesneeneee 42
0.3 Detailed ProtOCOL........ooiiiiiiee ettt bttt eneeees 43
9.4 ASN.T MOAUIE fOT OCSP ...ttt ettt ettt ettt et e te ettt eeeeneense s e sesseeseeneeneenes 47
ANNEX A — INEETWOTKINE ....o.eietieeiee ettt ettt ettt et ettt ee e s et e ehee s bt e st e et emeeeaeeese e st enseenseenteensesneesneennes 50
ANNEX B — AIGOTITIIMS ...ttt ettt s et e b e e e e b e ssaessaesseesseesseesseesaeessensaenseensanssesssessnessnenses 51
Bl Hash ALOTItRIMS. .....eovieiieiiiciieciieie ettt ettt ettt e e e ae s e e saeesseesseesseessessaesseensaensesssessnesens 51
B.2  Digital Signature ALZOTItRMS. ........c.cociiiiiiriieiieieeietee ettt re e b e e b e esaeseaeseaeneas 51
ANNEX C — BIDHOZIAPNY ...ttt ettt ettt et e b e steesaeesteesaeesseesseesaeessenssenseenseessesssessnessnennes 52



NOTES



AUSTRALIAN STANDARD

INFORMATION TECHNOLOGY - SECURITY TECHNIQUES - SPECIFICATION
OF TTP SERVICES TO SUPPORT THE APPLICATION OF DIGITAL SIGNATURES

1 Scope

This Recommendation | International Standard will define those TTP services needed to support the application of digital
signatures for the purpose of non-repudiation of creation of documents.

This Recommendation | International Standard will also define interfaces and protocols to enable interoperability
between entities associated with these TTP services.

Definitions of technical services and protocols are required to allow for the implementation of TTP services and related
commercial applications.

This Recommendation | International Standard focuses on:
—  implementation and interoperability;
—  service specifications; and

—  technical requirements.

This Recommendation | International Standard does not describe the management of TTPs or other organizational,
operational or personal issues. Those topics are mainly covered in ITU-T Rec. X.842 | ISO/IEC TR 14516, Information
technology — Security techniques — Guidelines on the use and management of Trusted Third Party services.

NOTE 1 — Because interoperability is the main issue of this Recommendation | International Standard, the following restrictions
hold:

i) Only those services which may be offered by a TTP, either to end entities or to another TTP, are covered in this
Recommendation | International Standard.

iil)  Only those services which may be requested and/or delivered by means of standardizable digital messages are
covered.

iii)  Only those services for which widely acceptable standardized messages can be agreed upon at the time this
Recommendation | International Standard is published are specified in detail.

Further services will be specified in separate documents when widely acceptable standardized messages are available for them. In
particular, time stamping services will be defined in a separate document.

NOTE 2 — The data structures and messages in this Recommendation | International Standard will be specified in accordance to
RFC documents, RFC 2510 and RFC 2511 (for certificate management services) and to RFC 2560 (for OCSP services). The
certificate request format also allows interoperability with PKCS#10. See Annex C for references to the documents mentioned in
this Note.

NOTE 3 — Other standardization efforts for TTP services in specific environments and applications, like SET or EDIFACT, exist.
These are outside of the scope of this Recommendation | International Standard.

NOTE 4 — This Recommendation | International Standard defines technical specifications for services. These specifications are
independent of policies, specific legal regulations, and organizational models (which, for example, might define how duties and
responsibilities are shared between Certification Authorities and Registration Authorities). Of course, the policy of TTPs offering
the services described in this Recommendation | International Standard will need to specify how legal regulations and the other
aspects mentioned before will be fulfilled by the TTP. In particular, the policy has to specify how the validity of digital signatures
and certificates is determined.

2 Normative references

The following normative documents contain provisions which, through reference in this text, constitute provisions of this
Recommendation | International Standard. For dated references, subsequent amendments to, or revisions of, any of these
publications do not apply. However, parties to agreements based on this Recommendation | International Standard are
encouraged to investigate the possibility of applying the most recent editions of the normative documents indicated
below. For undated references, the latest edition of the normative document referred to applies. Members of ISO and IEC
maintain registers of currently valid International Standards. The Telecommunication Standardization Bureau of ITU
maintains a list of currently valid ITU-T Recommendations.
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