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PREFACE

This Standard was prepared by the Standards Australia Committee IT-005, Financial
Transaction Systems.

The objective of this Standard is to align Australian usage with world best practice and facilitate
financial services interoperability.

This Standard is identical with, and has been reproduced from ISO 11568-4:2007, Banking—
Key management (retail)—Part 4: Asymmetric cryptosystems—Key management and life cycle.

As this Standard is reproduced from an international standard, the following applies:

(a)

Its number appears on the cover and title page while the international standard number
appears only on the cover.

(b)
(©)

References to International Standards should be replaced by references to Australian or
Australian/New Zealand Standards, as follows:

In the source text ‘this part of ISO 11568 should read ‘this Australian Standard’.

A full point substitutes for a comma when referring to a decimal marker.

Reference to International Standard

Australian or Australian/New Zealand

Standard
ISO AS ISO/IEC
10118 Information technology—Security 10118 Information technology—

(all parts)

techniques—Hash functions

(all parts)

Security techniques—Hash
functions

AS
11568 Banking—Key management 2805 Electronic funds transfer—
(retail) Requirements for interfaces
11568-1  Part 1: Principles 2805.6.1.1 Part 6.1.1: Key management—
Principles
11568.2  Part 2: Symmetric ciphers, their 2805.6.1.2  Part 6.1.2: Key management—
key management and life cycle Symmetric ciphers, their key
management and life cycle
13491 Banking—Secure cryptographic 2805 Electronic funds transfer—
devices (retail) Requirements for interfaces
13491-1  Part 1: Concepts, requirements 2805.14.1  Part 14.1: Secure cryptographic
and evaluation methods devices (retail)— Concepts,
requirements and evaluation
methods
13491-2  Part 2: Security compliance 2805.14.2  Part 14.2: Secure cryptographic
checklists for devices used in devices (retail)—Security
magnetic stripe card systems compliance checklists for
devices used in magnetic stripe
card systems
ISO/IEC AS/NZS ISO/IEC
18033 Information technology—Security 18033 Information technology—
techniques—Encryption Security techniques
algorithms
18033-2  Part 2: Asymmetric ciphers 18033.2 Part 2: Asymmetric

cryptosystems



Only international references or Australia/New Zealand Standards have been listed.

The term ‘normative’ is used to define the application of the annex to which it applies. A
normative annex is an integral part of a standard.
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INTRODUCTION

ISO 11568 is one of a series of International Standards describing procedures for the secure management of
cryptographic keys used to protect messages in a retail financial services environment; e.g. messages
between an acquirer and a card acceptor, or an acquirer and a card issuer.

This part of ISO 11568 addresses the key management requirements that are applicable in the domain of
retail financial services. Typical of such services are point-of-sale/point-of-service (POS) debit and credit
authorizations and automated teller machines (ATM) transactions.

ISO 11568-2 and I1SO 11568-4 describe key management techniques which, when used in combination,
provide the key management services identified in ISO 11568-1. These services are:

a) key separation;

b) key substitution prevention;

c) key identification;

d) key synchronization;

e) key integrity;

f)  key confidentiality;

g) keycompromise detection.

This part of ISO 11568 also describes the key life cycle in the context of secure management of cryptographic
keys for asymmetric cryptosystems. It states both requirements and implementation methods for each step in
the life of such a key, utilizing the key management principles, services and techniques described herein and
in ISO 11568-1. This part of ISO 11568 does not cover the management or key life cycle for keys used in

symmetric ciphers, which are covered in ISO 11568-2.

This part of ISO 11568 is one of a series that describes requirements for security in the financial services
environment, as follows:

ISO 9564-1; ISO 9564-2; ISO 9564-3; ISO/TR 9564-4; ISO 11568; 1ISO 13491; ISO/TR 19038.



AUSTRALIAN STANDARD

Electronic funds transfer—Requirements for interfaces

Part 6.1.4:
Key management—Asymmetric cryptosystems—Key management
and life cycle

1 Scope

This part of ISO 11568 specifies techniques for the protection of symmetric and asymmetric cryptographic
keys in a retail financial services environment using asymmetric cryptosystems and the life cycle management
of the associated asymmetric keys. The techniques described in this part of ISO 11568 enable compliance
with the principles described in ISO 11568-1. For the purposes of this document, the retail financial services
environment is restricted to the interface between:

— a card-accepting device and an acquirer;

— an acquirer and a card issuer;

— an ICC and a card-accepting device.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO 9564-1, Banking — Personal Identification Number (PIN) management and security — Part 1: Basic
principles and requirements for online PIN handling in ATM and POS systems

ISO/IEC 9796-2:2002, Information technology — Security techniques — Digital signature schemes giving
message recovery — Part 2: Integer factorization based mechanisms

ISO/IEC 10116:1997, Information technology — Security techniques — Modes of operation for an n-bit block
cipher

ISO/IEC 10118 (all parts), Information technology — Security techniques — Hash functions
ISO 11568-1, Banking — Key management (retail) — Part 1: Principles

ISO 11568-2, Banking — Key management (retail) — Part 2: Symmetric ciphers, their key management and
life cycle

ISO/IEC 11770-3, Information technology — Security techniques — Key management — Part 3: Mechanisms
using asymmetric techniques

ISO 13491-1, Banking — Secure cryptographic devices (retaill — Part 1: Concepts, requirements and
evaluation methods

ISO 13491-2, Banking — Secure cryptographic devices (retail) — Part 2: Security compliance checklists for
devices used in financial transactions
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