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PREFACE

This Standard was prepared by the Australian members of the Joint Standards Australia/Standards
New Zealand Committee IT-012, Information Systems, Security and Identification Technology. After
consultation with stakeholders in both countries, Standards Australia and Standards New Zealand
decided to develop this Standard as an Australian, rather than an Australian/New Zealand Standard.

This Standard is identical with, and has been reproduced from ISO/IEC TR 13335-5:2001,
Information technology—Guidelines for the management of IT Security, Part 5: Management guidance
on network security.

The objective of this Standard is to provide guidance to identify and analyse the communications
related factors that should be taken into account when establishing network security requirements.
This Standard is Part 5 of AS 13335, Information technology—Guidelines for the management of IT
Security, which is published in parts as follows:

Part 1: Concepts and models for IT Security

Part 2: Managing and planning IT Security

Part 3: Techniques for the management of IT Security

Part 4: Selection of safeguards

Part 5: Management guidance on network security (this Standard)

As this Standard is reproduced from an international standard, the following applies:

(a) Its number appears on the cover and title page while the international standard number appears
only on the cover.

(b) In the source text ‘this part of ISO/IEC TR 13335’ should read ‘this Australian Standard’.
(c) A full point substitutes for a comma when referring to a decimal marker.

References to International Standards should be replaced by references to Australian or
Australian/New Zealand Standards, as follows:

Reference to International Standard Australian or Australian/New Zealand Standard

ISO/IEC AS

TR 13335 Information technology—Guidelines 13335 Information technology—Guidelines
for the management of IT Security for the management of IT Security

13335-1 Part 1: Concepts and models for IT 13335.1 Part 1: Concepts and models for IT
Security Security

13335-2  Part 2: Managing and planning IT 13335.2  Part 2: Managing and planning IT
Security Security

13335-3  Part 3: Techniques for the 13335.3  Part 3: Techniques for the
management of IT Security management of IT Security

13335-4  Part 4: Selection of safeguards 13335.4  Part 4: Selection of safeguards

AS/NZS

7498 Information technology (Information 2777 Information processing systems—
processing systems)—Open Systems Open Systems Interconnection—Basic
Interconnection—DBasic reference reference model
model

7498-1 Part 1: The basic model 2777.1 Part 1: The basic model

7498-2  Part 2: Security architecture 2777.2  Part 2: Security architecture

7498-3  Part 3: Naming and addressing 2777.3  Part 3: Naming and addressing

7498-4  Part 4: Management framework 2777.4  Part 4: Management framework
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AUSTRALIAN STANDARD

Information technology — Guidelines for the management of IT
Security —

Part 5:
Management guidance on network security

1. Scope

ISO/IEC TR 13335-5 provides guidance with respect to networks and communications to
those responsible for the management of IT security. This guidance supports the
identification and analysis of the communications related factors that should be taken into
account to establish network security requirements.

This part of ISO/IEC TR 13335 builds upon Part 4 of this Technical Report by providing
an introduction on how to identify appropriate safeguard areas with respect to security
associated with connections to communications networks.

It is not within the scope of this TR to provide advice on the detailed design and
implementation aspects of the technical safeguard areas. That advice will be dealt with in
future ISO documents.
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