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Preface

This Standard was prepared by the Joint Standards Australia/Standards New Zealand Committee EL-
031, Intruder Alarm Equipment and Installations.

The objective of this Standard is to define the minimum requirements and guidance for the installation 
and operation of electronic access control systems (EACS) and/or accessory equipment to meet 
different levels of protection.

This Standard includes requirements for planning, installation, commissioning, maintenance and 
documentation for the application of EACS installed in and around buildings and areas. The equipment 
functions are defined in AS/NZS IEC 60839.11.1.

When the EACS includes functions relating to hold-up or the detection of intruders, the requirements in 
Standards relating to intrusion and hold-up are also applicable.

This Standard provides application guidelines intended to assist those responsible for establishing an 
EACS to ascertain the appropriate design and planning of the EACS, both in terms of levels of protection 
and levels of performance necessary to provide the degree of access control and protection considered 
appropriate for each installation.

This Standard does not cover the methods and procedures for conducting a risk assessment.

This Standard is identical with, and has been reproduced from, IEC  60839‑11‑2:2014, Alarm and 
electronic security systems — Part 11-2: Electronic access control systems — Application guidelines.

As this document has been reproduced from an International Standard, the following applies:

(a)	 In the source text “this part of IEC 60839” should read “this Australian/New Zealand Standard”.

(b)	 A full point substitutes for a comma when referring to a decimal marker.

Australian or Australian/New Zealand Standards that are identical adoptions of international 
normative references may be used interchangeably. Refer to the online catalogue for information on 
specific Standards.

The terms “normative” and “informative” are used in Standards to define the application of the 
appendices or annexes to which they apply. A “normative” appendix or annex is an integral part of a 
Standard, whereas an “informative” appendix or annex is only for information and guidance.
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INTERNATIONAL ELECTROTECHNICAL COMMISSION 

____________ 

 
ALARM AND ELECTRONIC SECURITY SYSTEMS –  

 
Part 11-2: Electronic access control systems –  

Application guidelines 
 

FOREWORD 
1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 

all national electrotechnical committees (IEC National Committees). The object of IEC is to promote 
international co-operation on all questions concerning standardization in the electrical and electronic fields. To 
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications, 
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC 
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested 
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely 
with the International Organization for Standardization (ISO) in accordance with conditions determined by 
agreement between the two organizations. 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committee has representation from all 
interested IEC National Committees.  

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 
misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 
transparently to the maximum extent possible in their national and regional publications. Any divergence 
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in 
the latter. 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 
services carried out by independent certification bodies. 

6) All users should ensure that they have the latest edition of this publication. 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 
members of its technical committees and IEC National Committees for any personal injury, property damage or 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 
Publications.  

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of 
patent rights. IEC shall not be held responsible for identifying any or all such patent rights. 

International Standard IEC 60839-11-2 has been prepared by IEC technical committee 79: 
Alarm and electronic security systems. 

The text of this standard is based on the following documents: 

FDIS Report on voting 

79/476/FDIS 79/489/RVD 

 
Full information on the voting for the approval of this standard can be found in the report on 
voting indicated in the above table. 

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2. 
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A list of all parts in the IEC 60839 series, published under the general title Alarm and 
electronic security systems, can be found on the IEC website. 

Future standards in this series will carry the new general title as cited above. Titles of existing 
standards in this series will be updated at the time of the next edition. 

The committee has decided that the contents of this publication will remain unchanged until 
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data 
related to the specific publication. At this date, the publication will be  

• reconfirmed, 

• withdrawn, 

• replaced by a revised edition, or 

• amended. 

 

IMPORTANT – The 'colour inside' logo on the cover page of this publication indicates 
that it contains colours which are considered to be useful for the correct 
understanding of its contents. Users should therefore print this document using a 
colour printer. 
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INTRODUCTION 

This standard is part of the IEC 60839 series, written to include the following parts: 

Part 11-1: Electronic access control systems – System and components requirements 

Part 11-2: Electronic access control systems – Application guidelines 

This part of IEC 60839 describes the general requirements for planning, installation, operation, 
maintenance and documentation for the application of electronic access control systems 
(EACS).  

The performance of the EACS is determined by the security grades allocated to the access 
points. A risk assessment that identifies the risks and perceived threats should first be carried 
out in order to establish the appropriate security grades.  

Four security grades are available based upon the knowledge and tools available to a person 
intent upon gaining unauthorised access and the type of application, taking into account 
specific organizational aspects and the value of the assets. 

Separate guidance is provided for each activity along with recommendations for the 
documentation needed. A brief description of each section covering the activities is provided 
below: 

System planning: this section is intended to assist the designer with the selection of an 
electronic access control system (EACS) that provides the control of access and security 
integrity commensurate with the value of the assets requiring protection and the associated 
risks. See Clause 7. 

System design should minimise potential vulnerabilities that could be exploited to circumvent 
the access control measures. It is recommended that safeguards are incorporated to give 
early warning of attempts to circumvent the access control measures. See 7.3. 

System installation: this section is intended to help those responsible for installing the EACS 
by identifying issues which should be considered prior to commencing the installation and 
during the installation of the system in order to ensure the EACS is correctly implemented as 
specified during system planning. See Clause 8. 

Commissioning and system handover: this section provides guidance to ensure the level of 
performance required in the system planning is obtained and that the end user is provided 
with the necessary documentation, records and operating instructions during the handover of 
the EACS. See Clause 9. 

System operation and maintenance: includes information regarding the responsibilities of the 
end user of the EACS to ensure the system is operated correctly and adequately maintained. 
It covers inspection, service and the use of remote diagnostics in order that the level of 
performance determined during the system planning stages can be maintained. See Clause 
10. 
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ALARM AND ELECTRONIC SECURITY SYSTEMS –  
 

Part 11-2: Electronic access control systems –  
Application guidelines 

 
 
 

1 Scope 

This part of IEC 60839 defines the minimum requirements and guidance for the installation 
and operation of electronic access control systems (EACS) and/or accessory equipment to 
meet different levels of protection. 

This standard includes requirements for planning, installation, commissioning, maintenance 
and documentation for the application of EACS installed in and around buildings and areas. 
The equipment functions are defined in the IEC 60839-11-1. 

When the EACS includes functions relating to hold-up or the detection of intruders, the 
requirements in standards relating to intrusion and hold-up are also applicable. 

This standard provides application guidelines intended to assist those responsible for 
establishing an EACS to ascertain the appropriate design and planning of the EACS, both in 
terms of levels of protection and levels of performance necessary to provide the degree of 
access control and protection considered appropriate for each installation. This is achieved by 
scaling or classifying the features of electronic access control systems related to the security 
functionality (e.g. recognition, access point actuation, access point monitoring, duress 
signaling and system self-protection) in line with the known or perceived threat conditions. 

This standard does not cover the methods and procedures for conducting a risk assessment. 

2 Normative references 

The following documents, in whole or in part, are normatively referenced in this document and 
are indispensable for its application. For dated references, only the edition cited applies. For 
undated references, the latest edition of the referenced document (including any 
amendments) applies. 

IEC 60839-11-1:2013, Alarm and electronic security systems – Part 11-1: Electronic access 
control systems – System and components requirements 

3 Terms and definitions 

For the purposes of this document the terms and definitions given in IEC 60839-11-1, as well 
as the following, apply. 

3.1  
area zone 
part of a protected area which has its own set of access levels  

Note 1 to entry: It may have a different security grade than other area zones within the same protected area. 

3.2  
competent organization 
organization possessing sufficient resources and staff with adequate expertise and training in 
the maintenance of EACS 
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