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Preface

This Standard was prepared by the Joint Standards Australia/Standards New Zealand Committee EL-
031, Intruder Alarm Equipment and Installations.

The objective of this document is to specify the web service interface for the configuration of the 
recording of video, audio and metadata. Additionally, associated events are defined. Clause 4 provides a 
definition of the storage model this document is based on.

Web service usage is outside the scope of this document. Please refer to AS/NZS IEC 60839.11.31 for 
more information.

This document is identical with, and has been reproduced from, IEC 62676‑2‑32:2019, Video surveillance 
systems for use in security applications — Part 2-32: Recording control and replay based on web services.

As this document has been reproduced from an International Standard, the following applies:

(a)	 In the source text “this part of IEC 62676” should read “this document”.

(b)	 A full point substitutes for a comma when referring to a decimal marker.

Australian or Australian/New Zealand Standards that are identical adoptions of international 
normative references may be used interchangeably. Refer to the online catalogue for information on 
specific Standards.

The terms “normative” and “informative” are used in Standards to define the application of the 
appendices or annexes to which they apply. A “normative” appendix or annex is an integral part of a 
Standard, whereas an “informative” appendix or annex is only for information and guidance.

iiAS/NZS IEC 62676.2.32:2020

© Standards Australia Limited/Standards New Zealand 2020



NOTES



 – 2 – IEC 62676-2-32:2019 © IEC 2019 

CONTENTS 

FOREWORD ..................................................................................................................... 6 
INTRODUCTION................................................................................................................ 8 
1 Scope ........................................................................................................................ 9 
2 Normative references .................................................................................................. 9 
3 Terms, definitions and abbreviated terms .................................................................... 10 

3.1 Terms and definitions ........................................................................................ 10 
3.2 Abbreviated terms ............................................................................................. 11 

4 Overview ................................................................................................................... 11 
4.1 Interfaces .......................................................................................................... 11 
4.2 Storage model ................................................................................................... 12 
4.3 Recording control .............................................................................................. 13 
4.4 Search .............................................................................................................. 14 
4.5 Replay control ................................................................................................... 14 
4.6 Export file format ............................................................................................... 14 

4.6.1 Layout ....................................................................................................... 14 
4.6.2 Use case 1: Playback of chunked and oversize clips at remote site ............... 15 
4.6.3 Use case 2: Forensic analysis at court......................................................... 16 
4.6.4 Use case 3: Playback at players not equipped according to the present 

specification ............................................................................................... 16 
4.7 Receiver ........................................................................................................... 16 

5 Recording control service ........................................................................................... 16 
5.1 Overview .......................................................................................................... 16 
5.2 General requirements ........................................................................................ 18 
5.3 Data structures .................................................................................................. 18 

5.3.1 RecordingConfiguration .............................................................................. 18 
5.3.2 TrackConfiguration ..................................................................................... 18 
5.3.3 RecordingJobConfiguration ......................................................................... 18 

5.4 CreateRecording ............................................................................................... 20 
5.5 DeleteRecording ............................................................................................... 21 
5.6 GetRecordings .................................................................................................. 21 
5.7 SetRecordingConfiguration ................................................................................ 22 
5.8 GetRecordingConfiguration ................................................................................ 22 
5.9 CreateTrack ...................................................................................................... 23 
5.10 DeleteTrack ...................................................................................................... 24 
5.11 GetTrackConfiguration ....................................................................................... 24 
5.12 SetTrackConfiguration ....................................................................................... 25 
5.13 CreateRecordingJob .......................................................................................... 25 
5.14 DeleteRecordingJob .......................................................................................... 26 
5.15 GetRecordingJobs ............................................................................................. 27 
5.16 SetRecordingJobConfiguration ........................................................................... 27 
5.17 GetRecordingJobConfiguration........................................................................... 28 
5.18 SetRecordingJobMode ....................................................................................... 28 
5.19 GetRecordingJobState ....................................................................................... 29 
5.20 GetRecordingOptions ........................................................................................ 31 
5.21 ExportRecordedData ......................................................................................... 31 
5.22 StopExportRecordedData .................................................................................. 32 
5.23 GetExportRecordedDataState ............................................................................ 33 

AS/NZS IEC 62676.2.32:2020

© Standards Australia Limited/Standards New Zealand 2020



IEC 62676-2-32:2019 © IEC 2019 – 3 –  

5.24 GetServiceCapabilities ...................................................................................... 34 
5.25 Events .............................................................................................................. 35 

5.25.1 General ..................................................................................................... 35 
5.25.2 Recording job state changes ....................................................................... 35 
5.25.3 Configuration changes ................................................................................ 35 
5.25.4 Data deletion .............................................................................................. 36 
5.25.5 Recording and track creation and deletion ................................................... 36 

5.26 Examples .......................................................................................................... 37 
5.26.1 Example 1: setup recording of a single camera ............................................ 37 
5.26.2 Example 2: Record multiple streams from one camera to a single 

recording ................................................................................................... 38 
6 Search service........................................................................................................... 38 

6.1 General ............................................................................................................ 38 
6.2 Concepts .......................................................................................................... 39 

6.2.1 Search direction ......................................................................................... 39 
6.2.2 Recording event ......................................................................................... 39 
6.2.3 Search session........................................................................................... 39 
6.2.4 Search scope ............................................................................................. 40 
6.2.5 Search filters .............................................................................................. 40 
6.2.6 Time information ........................................................................................ 40 

6.3 Data structures .................................................................................................. 40 
6.3.1 RecordingInformation structure ................................................................... 40 
6.3.2 RecordingSourceInformation structure ......................................................... 41 
6.3.3 TrackInformation structure .......................................................................... 41 
6.3.4 SearchState Enumeration ........................................................................... 42 
6.3.5 MediaAttributes structure ............................................................................ 42 
6.3.6 FindEventResult structure ........................................................................... 42 
6.3.7 FindPTZPositionResult structure ................................................................. 42 
6.3.8 PTZPositionFilter structure ......................................................................... 42 
6.3.9 MetadataFilter structure .............................................................................. 43 
6.3.10 FindMetadataResult structure ..................................................................... 43 

6.4 GetRecordingSummary ...................................................................................... 43 
6.5 GetRecordingInformation ................................................................................... 43 
6.6 GetMediaAttributes ............................................................................................ 44 
6.7 FindRecordings ................................................................................................. 45 
6.8 GetRecordingSearchResults .............................................................................. 45 
6.9 FindEvents ........................................................................................................ 46 
6.10 GetEventSearchResults ..................................................................................... 47 
6.11 FindPTZPosition ................................................................................................ 48 
6.12 GetPTZPositionSearchResults ........................................................................... 49 
6.13 FindMetadata .................................................................................................... 50 
6.14 GetMetadataSearchResults ............................................................................... 51 
6.15 EndSearch ........................................................................................................ 52 
6.16 GetServiceCapabilities ...................................................................................... 53 
6.17 Recording event descriptions ............................................................................. 53 
6.18 XPath dialect ..................................................................................................... 54 

7 Replay control ........................................................................................................... 55 
7.1 Request replay URI ........................................................................................... 55 
7.2 ReplayConfiguration .......................................................................................... 56 

AS/NZS IEC 62676.2.32:2020

© Standards Australia Limited/Standards New Zealand 2020



 – 4 – IEC 62676-2-32:2019 © IEC 2019 

7.3 SetReplayConfiguration ..................................................................................... 56 
7.4 GetReplayConfiguration ..................................................................................... 56 
7.5 GetServiceCapabilities ...................................................................................... 57 

8 Playback ................................................................................................................... 57 
8.1 RTSP Usage ..................................................................................................... 57 
8.2 RTSP describe .................................................................................................. 58 
8.3 RTP header extension ....................................................................................... 58 

8.3.1 General ..................................................................................................... 58 
8.3.2 NTP timestamps ......................................................................................... 59 
8.3.3 Compatibility with the JPEG header extension ............................................. 59 

8.4 RTSP feature tag............................................................................................... 60 
8.5 Initiating playback ............................................................................................. 60 

8.5.1 General ..................................................................................................... 60 
8.5.2 Range header field ..................................................................................... 60 
8.5.3 Rate-Control header field ............................................................................ 61 
8.5.4 Frames header field .................................................................................... 61 
8.5.5 Synchronization points ................................................................................ 62 

8.6 Reverse replay .................................................................................................. 62 
8.6.1 Initiation ..................................................................................................... 62 
8.6.2 Packet transmission order ........................................................................... 62 
8.6.3 RTP sequence numbers .............................................................................. 64 
8.6.4 RTP timestamps ......................................................................................... 64 

8.7 RTSP Keepalive ................................................................................................ 65 
8.8 Currently recording footage ................................................................................ 65 
8.9 End of footage................................................................................................... 65 
8.10 Go To Time ....................................................................................................... 65 
8.11 Use of RTCP ..................................................................................................... 65 

9 Export file format ....................................................................................................... 66 
9.1 Required side information .................................................................................. 66 
9.2 Timing .............................................................................................................. 68 
9.3 Correction of start time ...................................................................................... 68 
9.4 Signature .......................................................................................................... 68 

9.4.1 Preparing the signature input ...................................................................... 68 
9.4.2 Generating the signature ............................................................................ 68 
9.4.3 Include the generated signature in the file ................................................... 69 

9.5 Repeated signing .............................................................................................. 70 
10 Receiver service ........................................................................................................ 71 

10.1 General ............................................................................................................ 71 
10.2 Synchronization points ....................................................................................... 72 
10.3 Persistence ....................................................................................................... 72 
10.4 Receiver modes ................................................................................................ 72 
10.5 Receiver commands .......................................................................................... 72 

10.5.1 GetReceivers ............................................................................................. 72 
10.5.2 GetReceiver ............................................................................................... 73 
10.5.3 CreateReceiver .......................................................................................... 73 
10.5.4 DeleteReceiver........................................................................................... 73 
10.5.5 ConfigureReceiver ...................................................................................... 74 
10.5.6 SetReceiverMode ....................................................................................... 74 
10.5.7 GetReceiverState ....................................................................................... 75 

AS/NZS IEC 62676.2.32:2020

© Standards Australia Limited/Standards New Zealand 2020



IEC 62676-2-32:2019 © IEC 2019 – 5 –  

10.6 GetServiceCapabilitites ..................................................................................... 75 
10.7 Events .............................................................................................................. 76 

10.7.1 General ..................................................................................................... 76 
10.7.2 ChangeState .............................................................................................. 76 
10.7.3 Connection Failed ...................................................................................... 76 

Annex A (informative)  Repeated signing ........................................................................... 77 
Annex B (normative)  Schema files .................................................................................... 79 

B.1 Recording control .............................................................................................. 79 
B.2 Search .............................................................................................................. 89 
B.3 Replay control ................................................................................................... 96 
B.4 Receiver ........................................................................................................... 98 
B.5 Common Schema ............................................................................................ 102 

Bibliography ................................................................................................................... 110 
 
Figure 1 – Storage model with tracks ................................................................................. 13 
Figure 2 – Sealing and examination in a nutshell (Source: Wikipedia) .................................. 15 
Figure 3 – Example of recordings and tracks ...................................................................... 17 
Figure 4 – RecordingJobConfiguration structure ................................................................. 19 
Figure 5 – RecordingJobStateInformation structure ............................................................ 30 
Figure 6 – Recording state chart ........................................................................................ 41 
Figure 7 – Packet transmission during forward playback ..................................................... 63 
Figure 8 – Packet transmission during reverse playback ..................................................... 64 
Figure A.1 – Single signature box arrangement .................................................................. 77 
Figure A.2 – Repeated signature box arrangement ............................................................. 77 
 
Table 1 – Referenced namespaces (with prefix) ................................................................. 12 
Table 2 – Track configuration ............................................................................................ 21 
Table 3 – RTP packet layout ............................................................................................. 58 
Table 4 – RTP packet with JPEG header layout .................................................................. 59 

 

  

AS/NZS IEC 62676.2.32:2020

© Standards Australia Limited/Standards New Zealand 2020



 – 6 – IEC 62676-2-32:2019 © IEC 2019 

INTERNATIONAL ELECTROTECHNICAL COMMISSION 

____________ 

 
VIDEO SURVEILLANCE SYSTEMS FOR  

USE IN SECURITY APPLICATIONS –  
 

Part 2-32: Recording control and replay based on web services 
 

FOREWORD 
1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 

all national electrotechnical committees (IEC National Committees). The object of IEC is to promote 
international co-operation on all questions concerning standardization in the electrical and electronic fields. To 
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications, 
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC 
Publication(s)"). Their preparation is entrusted to technical committees; any IEC National Committee interested 
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely 
with the International Organization for Standardization (ISO) in accordance with conditions determined by 
agreement between the two organizations. 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committee has representation from all 
interested IEC National Committees.  

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 
misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 
transparently to the maximum extent possible in their national and regional publications. Any divergence 
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in 
the latter. 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 
services carried out by independent certification bodies. 

6) All users should ensure that they have the latest edition of this publication. 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 
members of its technical committees and IEC National Committees for any personal injury, property damage or 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 
Publications.  

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of 
patent rights. IEC shall not be held responsible for identifying any or all such patent rights. 

International Standard IEC 62676-2-32 has been prepared by IEC technical committee 79: 
Alarm and electronic security systems. 

This first edition, together with IEC 60839-11-31 and IEC 62676-2-31, cancels and replaces 
IEC 62676-2-3:2013. 

This edition includes the following significant technical changes with respect to IEC 62676-2-
3:2013: 

a) an export file format has been added. 
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The text of this International Standard is based on the following documents: 

FDIS Report on voting 

79/621/FDIS 79/623/RVD 

 
Full information on the voting for the approval of this International Standard can be found in 
the report on voting indicated in the above table. 

This document has been drafted in accordance with the ISO/IEC Directives, Part 2. 

A list of all parts in the IEC 62676 series, published under the general title Video surveillance 
systems for use in security applications, can be found on the IEC website. 

The committee has decided that the contents of this document will remain unchanged until the 
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to 
the specific document. At this date, the document will be  

• reconfirmed, 

• withdrawn, 

• replaced by a revised edition, or 

• amended. 

 

IMPORTANT – The 'colour inside' logo on the cover page of this publication indicates 
that it contains colours which are considered to be useful for the correct 
understanding of its contents. Users should therefore print this document using a 
colour printer. 
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INTRODUCTION 

The goal of this document is to provide a fully interoperable network video recording and reply 
implementation comprised of products from different vendors. This document describes the 
network video recording model, interfaces, data types and data exchange patterns. The 
document reuses existing relevant standards where available, and introduces new 
specifications only where necessary to support the specific requirements for network video 
recording and reply. 
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VIDEO SURVEILLANCE SYSTEMS FOR  
USE IN SECURITY APPLICATIONS –  

 
Part 2-32: Recording control and replay based on web services 

 
 
 

1 Scope 

This part of IEC 62676 specifies the web service interface for the configuration of the 
recording of video, audio and metadata. Additionally, associated events are defined. 

Clause 4 provides a definition of the storage model this document is based on. 

Web service usage is outside the scope of this document. Please refer to the IEC 60839-11-
31 for more information 

2 Normative references 

The following documents are referred to in the text in such a way that some or all of their 
content constitutes requirements of this document. For dated references, only the edition 
cited applies. For undated references, the latest edition of the referenced document (including 
any amendments) applies. 

IEC 60839-11-31:2016, Alarm and electronic security systems – Part 11-31: Electronic access 
control systems – Core interoperability protocol based on Web Services 

IEC 62676-2-31:2019, Video surveillance system for use in security applications – Part 2-31: 
Live streaming and control based on web services 

Internet Assigned Numbers Authority (IANA), Media Types, Media Types [online]. Edited N. 
Freed et al. [viewed 2019-02-28]. Available at https://www.iana.org/assignments/media-
types/media-types.xhtml 

INTERNET ENGINEERING TASK FORCE (IETF). RFC 2326: Real Time Streaming Protocol 
(RTSP) [online]. Edited by H. Schulzrinne et al. April 1998 [viewed 2019-02-28]. Available at 
http://www.ietf.org/rfc/rfc2326.txt 

INTERNET ENGINEERING TASK FORCE (IETF). RFC 3280, Internet X.509 Public Key 
Infrastructure – Certificate and Certificate Revocation List (CRL) Profile [online]. Edited by 
Housley, et. al. April 2002 [Viewed 2019-02-28]. Available at http://www.ietf.org/rfc/rfc3280.txt 

INTERNET ENGINEERING TASK FORCE (IETF). RFC 3550, RTP: A Transport Protocol for 
Real-Time [online]. Edited by Schulzrinne, et al. Jul 2003 [viewed 2019-02-28]. Available at 
https://www.ietf.org/rfc/rfc3550.txt 

INTERNET ENGINEERING TASK FORCE (IETF). RFC 4055, Additional Algorithms and 
Identifiers for RSA Cryptography for use in the Internet X.509 Public Key Infrastructure – 
Certificate and Certificate Revocation List (CRL) Profile [online]. Edited by Schaad, et al. June 
2005 [viewed 2019-02-28]. Available at https://www.ietf.org/rfc/rfc4055.txt 

The World Wide Web Consortium (W3C). SOAP12-PART1, SOAP 1.2 – Part 1, Messaging 
Framework [online]. Edited by M, Gudgin et al. Apr 2007 {Viewed 2019-02-28]. Available at 
https://www.w3.org/TR/soap12-part1/ 
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